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Attempts at ldentity Theft

Some of your spam will be blatant attempts at identity theft. Ever
receive an email claiming to be from PayPal wanting you to verify
some information? It's most likely a forged email trying to get a hold
of your password.

Here’s how it works. You click the link in the email. A website pops up
that looks like PayPal. You log in. The thief now has your PayPal
username and password. How long do you think it will be before your
account is at $0? And the other information you have up there may
be being used against you as well. It's a nasty scam that takes in
many people. | almost fell for it myself.

| have seen the same scam being run claiming to be eBay, PayPal,
Western Union, and several online banks.

Click on the
camerato
learn about

phishing
scams

phishing.avi

Note: The video was not included in this document to save on
space. The full book contains many videos to show exactly how
to use the tips in this book.

So how do you protect yourself? In this case it's easy. If you receive
an email wanting you to verify any information — don’t click the link in
the email. Instead go directly to the companies website with your web
browser. You will know you are at the right place and you can check
your information from there.

If you do click the link in your email be sure to look at the location line
in your browser to see where you really ended up. Chances are it's a
fake address appearing to be the actual site. Everything will look
right.



i service@paypal.com, Paypal ¥ery Important Warning!
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From: "serice@paypalcom” <servicef@paypal.coms> -

To: danbutlen@iThelMakedPC. cam
Subject: Paypal Very Important Warning!
Date sent: Fri, 22 Oct 2004 05:48:35 -0700

Send reply to: -]
extended perod ot ime, it may result in turther imitations on the ﬂ
use of your account or rmay result in eventual account closure.
click the link below and enter vour Case ID Number on the
following page to access your account. -

(I: Click here to access your account :I) =
Ly

4 = ' 4
| i @@In (820 m...| () Folders | (G New mail folde...

—_—
&EttE:.-’.-"Sillypuppets.u:u:um.-’pp.f'pp.-"index.htD || 1964 new |
Figure35: Sample Phishing Email

Look at this picture. It's an email pretending to be from PayPal. The
link says “Click here to access your account”. If you look at the Status
bar you see the URL points to “http://sillypuppets.com. If you followed
the link you would put your account and its money in jeopardy.

| want to be clear on this. Do not click links in your email asking you
to confirm your account information. Instead open your web browser
and type in the address of the service. If you are still unsure after you
log in from the official web site contact the company by telephone.
You can't be too careful with your sensitive information.

If you receive Phishing emails claiming you have won a lottery simply
run a Google search on the name of the company sending you the
email. You will learn very quickly if you have a legitimate offer or not.

You can report the Phishing email to the spoofed company. Simply
go the web site and look for an address to forward abuse mails to.
Normally this address is abuse@companyname.com . Your email will
probably not be read by a live human. If a Phishing run has been sent
the company may receive thousands of complaints in a very short
time.



Virus Propagation

Viruses are frequently passed from machine to machine using email.
Often the virus will claim to be an important update. Other times it will
claim to be a list of some sort. Occasionally you will get an email
asking if you can read the document. Or supplying you with a
password to read the attachment. If you don’t know the person
sending the document or you aren’t expecting an attachment from
anyone don’t open it. Instead run it through your virus scanner. Most
modern virus scanners are able to scan your email as you download
it. | do recommend you run your scanner on incoming email. | am
indifferent on scanning outgoing email.

The anti-virus programs | like best are AVG and F-Prot. AVG has a
free version and F-Prot is reasonably priced for yearly updates. If you
like AVG | would recommend going ahead and paying for the full
version. You can find more about these programs here:

http://www.f-prot.com/ <- Information on F-Prot Anti-Virus

http://grisoft.com/ <- Information on AVG Anti-Virus

Forwarded Jokes(?)

One area that borders on spam is forwarded jokes. You know the
ones that make the rounds. All of us probably have one or two people
who forward all the latest jokes around. | don’t usually read them and
find them to be a slight nuisance.

If you are one who likes to forward the jokes around take a few
moments to strip all the extra forwarding information and old emails
from the message before you send it. It keeps you aware of how
other people’s addresses are treated.

If you have someone who routinely forwards these items with all the
addresses free and clear, drop them a note and let them know the
better way to work. We talked about forwarded jokes and warnings in
the Should You Forward That Email section of the book.

Here is what | send to people who forward hoaxes and Urban
Legends:

Dear Friend,

Thank you for thinking of me when you find these warnings.
Unfortunately the warning you forwarded is a hoax. You can read more
about it here:

http://www.example.com/hoax-info <- use the actual URL for information!



http://www.f-prot.com/
http://grisoft.com/
http://www.example.com/hoax-info

Please make sure the warnings are valid before you forward them to me.

Thank you.

Here is what | send to people who insist on forwarding all the latest
jokes:
Dear Friend,

Thank you for taking the time to keep in touch with me. Unfortunately 1
receive so much email it is difficult to keep up. Can you please remove
me from the list of people you forward jokes to?

I appreciate it.



Glossary

Access Provider — a company that connects your home computer to
the Internet.

ADSL — Asymmetric Digital Subscriber Line high speed phone line
service.

Autoresponders (Mailbots) — Automated programs which are
established to return a prewritten message upon receipt of e-mail.

Backup — a copy of your files for use in case of an emergency. Can
be a copy of your whole system or just the important files.

Bayesian — a statistical formula. Used to analyze incoming email and
determine if it is spam.

Blacklist — List of addresses that you will not accept email for.
Bounce — A returned, can't deliver e-mail message.
Browser — an application used to view the World Wide Web.

Challenge/Response — A system that asks you to prove you are a
real sender before it will deliver your email.

Context menu — menus accessible by right-clicking inside of an
application. Changes according to the current context.

Dialog box — a box containing information or options for you to fill
out. Most often used to customize applications and report system
status messages.

Directory — see folder.

Double-click — quickly clicking the left mouse button twice on the
same object. Can be adjusted in the Control Panel / Mouse applet.

Download — transferring a file from a remote computer to your
computer. Usually done with FTP. Sometimes called GET.

Explorer — an application for exploring the file system in Windows.
Folder — a named space on a computer disk for storing files.

FTP — File Transfer Protocol — Used to transfer files from one
computer to another over the Internet.

Full Backup — a complete copy of all the files on your system for use
in case of an emergency computer failure.



Header — The first part of an email message which contains
information about the routing of the message during delivery over the
Internet.

HTML — Hypertext Markup Language. Used to format Web pages for
the Internet.

IMAP — Internet Mail Access Protocol. An emerging standard for
Internet email.

ISP — Internet Service Provider. A company which links your
computer to the Internet.

Left-click — using your left mouse button to select an object.
Left-drag — dragging an object using your left mouse button.

Mailing List — A collection of e-mail addresses of people who have
asked to receive regular mail discussions on a particular topic.

Mailing List Manager — An automated program to handle the
administrative functions of a mailing list.

Moderator — Someone who controls the postings of messages in a
Mailing List to ensure conformity with the topic and list policies.

Newsgroup — name given to Usenet groups.

NNTP — Network News Transport Protocol. Used to transmit Usenet
news around the Internet.

Phishing — Emails disguised to look like official requests for
information from financial institutions. Really an attempt to collect
personal information for identity theft.

POP — Post Office Protocol. A standard for receiving Internet email.
See also IMAP and SMTP

Protocol — A set of rules and conditions which perform a certain
function. Usually used to have computers talk to each other. See also
FTP, POP, IMAP, NNTP, SMTP, and TCP/IP.

Right-click — using your right mouse button to select an object by
clicking and releasing the right button..

Right-drag — dragging an object using your right mouse button.

Signature — 4 - 8 lines of text placed at the end of a mail message
with the author's contact information, favorite quote, special of the
month, autoresponder/web site address, etc.



SMTP — Simple Mail Transport Protocol. Used for sending Internet
mail.

SPAM - unsolicited bulk e-mail. Sent to people who didn’t ask for the
email and typically with forged contact information.

Subject Line Message — an email message contained entirely on the
subject line.

Subscription — means you are a member of an Internet mailing list.
Often free.

System Tray — the small area on the right end of the Task Bar where
system level programs display their icons.

Task Bar — runs across the bottom of the Windows 98 screen.
Contains the Start Menu, Toolbars, Running Programs, the System
Tray, and optional Toolbars. See Chapter 06 ‘Going Further with
Additional Customizations'.

TCP/IP — Transmission Control Protocol/Internet Protocol. A standard
set of networking protocols that tie the Internet together.

UBE — Unsolicited Bulk Email.
UCE — Unsolicited Commercial Email.

URL - Uniform Resource Locator. An addressing schema for Internet
sites.

Usenet — a series of many thousands of message boards on the
Internet.

Virus — a malicious program that destroys data.
Whitelist — a list of addresses you will accept email from.
WWW — World Wide Web, the graphical part of the Internet.

About Dan Butler
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appeared in magazines and newsletters. He is currently Editor-in-
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Dan currently makes his home in Saginaw, TX where he lives with
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Did you find the information in the book helpful? Why not get a copy
of the whole book. Just go to:

http://www.tameyouremail.com/
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